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The Importance of Cybersecurity
With the increasing onslaught of threats and the accompanying torrent of telemetry, Chief Information Security Officers (CISO) and their 
InfoSec teams are trying to not just keep up but get ahead of the demands that threat actors and vectors are placing on them. The Information 
Security (InfoSec) team has become one of the most important technology groups in the enterprise as it is now their role to protect the  
company from being attacked and held ransom, and in some cases, to prevent the implosion of the entire business or agency.  

Yet, according to a report IBM recently published on the Cost of Data Breach1, it takes an average of 280 days to detect and contain a 
breach, costing an average of $3.86 million per breach. Data security has never been more important and at the same time, never been  
more difficult to achieve. 

With digital transformation kicking into high gear, the integration of information technology (IT) and operational technology (OT) has 
brought about new challenges, especially in cybersecurity. 

The Security Landscape

A comprehensive security landscape includes access controls, end-to-end encryption, physical security, operational technology (OT) security, 
real-time monitoring and cybersecurity. Security Incident and Event Management (SIEM) and Security Orchestration, Automation, and  
Response (SOAR) solutions are critical components to a good cybersecurity strategy. 

In this paper, we will discuss the challenges with existing SIEMs  and the merits of using Confluent to augment and optimize them. 
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Why you Need to Augment your SIEM
Security Incident and Event Management (SIEM) and Security Orchestration, Automation, and Response (SOAR) tools have become ubiquitous 
in enterprise security operations, aggregating data from multiple log sources and network telemetry and analyzing them based on rules to 
detect attacks, investigate security incidents and ensure timely response and in some cases, even automating incident response to known 
threats.  Their ability to do so is predicated on the fidelity and speed at which they receive data.

The growing diversity, velocity and exponential volume of security data have rendered legacy SIEM technologies incapable of dealing with 
the current requirements of Information Security (InfoSec) teams and Security Operations Centers (SOCs). Additionally, most organizations 
now realize that they need to be more independent from any given SIEM vendor, and have the ability to leverage multiple tools and analytic 
destinations.

The need to modernize SIEM solutions is driven by 3 main factors—scale, speed and cost:

• Scale: Capture and curate data at wire speed and petabyte scale across distributed environments that conventional  
ingest approaches cannot keep up with

• Speed: Detect, filter and enrich data to deliver real-time situational awareness, reduce false positives and respond to  
incident and threats faster

• Cost: Avoid vendor lock-in from expensive proprietary tools and utilize a tiered data model to minimize software  
and infrastructure costs

Why Confluent is Essential for a Comprehensive Cyber 
Defence Strategy
Confluent is pioneering a new category of data infrastructure focused on data in motion. The fundamental notion of data in motion is that 
data is constantly evolving and needs to be continuously processed to power real-time use cases that meet the needs of a digital business. 
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Confluent connects all of the organization’s systems and applications together, enabling data to flow freely wherever it is needed, in real 
time across the global enterprise. A decoupled architecture combined with a real-time, open and flexible approach, Confluent delivers a  
central nervous system for all your data, making data discoverable to every team, system and application.  

For cybersecurity and observability solutions, Confluent serves as the global data backbone for next generation cybersecurity infrastructure. 

Move from Batch to Real-time at Stream Scale

Today, enormous amounts of data are being produced at an alarming rate. The rapid growth of the Internet, Internet of Things (IoT) and other 
technological advances are driving this sustained growth. Cloud has changed the dynamics of how quickly data is generated and where it is 
stored. While in the past, it would take months to generate petabytes of data, today’s network traffic generates the same in just a matter 
of hours. 

This makes finding the needle in the haystack with existing approaches an extremely difficult problem. Current cybersecurity solutions can-
not scale to handle the volume and distributed nature of today’s data, nor can it deliver the intelligence required at the speed of streams. 

Confluent is the curation fabric to ingest, aggregate, transform, filter and clean a broad set of data streams, so that the plethora of analytic 
processors can consume just the right amount of data depending on the use case. 

With a rich ecosystem of over 120+ pre-built connectors, including connectors to specific SIEM and Observability solutions such as Splunk, 
Elasticsearch, New Relic, Datadog, Prometheus and others, Confluent enables reliable real-time connectivity with various cybersecurity and 
observability solutions. Some of the prebuilt connectors like Splunk S2S deliver flexibility in sending log data to Splunk and other downstream 
applications and data systems to unlock its full potential, saving you months of integration effort and high indexing costs and enabling you 
to modernize your data architecture even faster.

The foundation for a future-proof Information Security platform

Designed for high performance at massive scale handling trillions of messages per day and petabytes of data effortlessly, Confluent comes 
with fine grained controls, real-time processing capabilities and streaming data governance, delivering a global standard for how to link 
your autonomous systems across your enterprise and derive intelligence in real-time. With insights generated from data in motion, mitigate 
harmful events faster, enable a proactive and predictive cybersecurity posture, improve threat detection and bolster your overall cybersecurity 
architecture.
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Improve Detection and Recovery Times with Real-time Situational Awareness

The sophistication and massive surge of cybersecurity threats and attacks are proving to be a significant challenge for SIEMs. One of 
the reasons is because they were originally developed for log management and compliance and aren’t optimized for threat detection and 
response in real time and at tremendous scale. As a result they deliver weak analytics, through dashboards and reports, that are based on 
generic use cases and pre-defined rules. 

SIEMs are good at detecting anomalies, such as multiple failed login attempts, or the network IPs generating the highest firewall traffic. 
The challenge lies in differentiating anomalies from real malicious behavior, whether it be an attacker masking as an internal employee or an 
insider threat. With every SIEM alert generated, security teams have to answer numerous questions. Is this threat real, or a false-positive? 
What user had this IP address at that specific time? Was anyone else involved? How many such attacks have occurred in the past? How 
severe is this particular attack in comparison to others? 

Additionally, given the speed and volume of Infosec data, coupled with an increase in the sophistication of network attacks, the typical SIEM 
can’t respond and analyze data fast enough to help SOC analysts fight off an active attack. Mundane tasks like, “Who owns this public IP, 
where is it located and when have I seen it before” can be challenging queries in SIEM and logging tools. And adding even the slightest of 
context into these, like translating them into a user friendly name, are becoming complex ordeals. Fine-tuned analytics to identify today’s  
sophisticated threats based on generic use cases and generalized approaches takes hours if not days, draining your valuable resources, slowing 
investigation and exacerbating vulnerabilities.  

There are 3 primary aspects to delivering situational awareness—data capture, data normalization and enrichment and data forwarding. 
Confluent provides all these components for real-time situational awareness. 

• Data capture: Harness any type of data from any system—including logs, transactional events, batch systems, data warehouses, 
databases or even high volume network data such as Netflow and PCAP, with either pre-built Confluent connectors, open source 
connectors or custom integrations. 

Instant connectivity with pre-built connectors

• Data normalization and enrichment: With Confluent, you can filter, mask and suppress events with Single Message Transforms 
and sophisticated in-stream processing capabilities delivered by ksqlDB. This enables you to normalize and enrich the data, filter out 
noise, and improve signal quality. Unlike the traditional MQ/ETL/ESB approach, Confluent’s native stream processing capabilities 
allow in-stream normalization and enrichment to detect threats as soon as they occur or identify anomalous activities for real-time 
intelligent threat prevention, detection and notification. Confluent also enables you to push pre-processing to the edge and point of 
collection, decreasing latency for faster insights, with Confluent’s multi region capabilities. 

120+
Pre-built connectors

https://docs.confluent.io/platform/current/connect/transforms/overview.html
https://www.confluent.io/product/ksql/
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Enrich, transform, normalize and filter with sophisticated stream processing

 Apply simple business logic such as stateless filtering or stateful aggregations, or design complex business rules with custom code or  
separate rules engine like Drools. Embed analytic models such as TensorFlow, H2O, DataRobot or others and apply real-time context 
to derive real-time insights to proactively detect and combat threats. 
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• Data forwarding: Different systems, challenges and problems require different tools—no single system can implement cyber  
situational awareness in isolation. With Confluent, you can use connectors to send data to downstream systems using different 
communication paradigms and speeds. 

Deliver the right data to the right tool at the right time

With Confluent, you get an end-to-end data integration and stream processing platform to harness, curate, correlate and enrich massive 
volumes of data across distributed environments for rapid detection of threats, vulnerabilities and malicious behavior, so actions can be 
taken in real-time across the enterprise.

Reduce Data Indexing, Analysis and Storage Costs

SIEMs can get very expensive, very quickly. According to a study2 from Ponemon Institute, 64% of respondents reported paying more than 
$1M annually in SIEM related costs, a problem complicated by consumption-rate, volume-based pricing models that lead to unexpected costs 
down the road. 

While there is definitive incentive to send more data to SIEM tools to maximize the benefits that these tools deliver, the more recklessly you 
collect and analyze data the more financially unviable they become. As a result, many organizations end up compromising on the data they 
collect. They leave out high-volume sources and hope that their SIEM operations would still be just as robust. 

With Confluent, you can mitigate the impact of increasing data storage and analysis costs that force trade offs between cost, flexibility and 
visibility. The Confluent solution enables you to reduce ingest and index volume by aggregating, and filtering events to reduce your overall 
SIEM licensing expenses that often come with consumption-rate, volume-based pricing. 
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https://globenewswire.com/news-release/2017/03/01/929725/0/en/More-Than-Half-of-SIEM-Users-are-Unsatisfied-with-the-Intelligence-They-Get-from-the-Tool.html
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Reduce the need for proprietary forwarders and overall TCO

Using Confluent connectors like Splunk S2S, you can reduce the need for proprietary intermediary forwarders like Splunk Heavy Forwarder 
to reduce overall operating expenses. With the flexibility to route your data to the most cost-effective destination for long term storage with 
tiered storage and connectors to cloud storage infrastructure such as Amazon S3, Google Cloud Storage, Azure Blob Storage, Snowflake 
and HBase. Filter and aggregate prior to network egress and ingress reducing infrastructure and cloud costs with Confluent’s capabilities to 
replicate data in real-time across multiple regions and multiple clouds.  

Choose your Own Data Destiny, Eliminate Lock-in and Enable Best of Breed

Organizations adopt a multitude of tools, including log aggregators, APMs, SIEMs, UBA tools, monitoring and observability tools and many 
more, to operate their environments with high security and reliability. Typically, agents, adapters and forwarders are installed to ingest data 
directly into these proprietary tools. As a result, organizations end up having 1000s of proprietary forwarders, adapters and agents to manage 
data in proprietary ways.

Unfortunately, none of these vendors are incentivized to consolidate agents or forward data into another destination—it is simply counter to 
their revenue model. As a result, you’re limited in your ability to feed multiple tools and share valuable data across different solutions. 

Not only does this approach compromise the organization’s cybersecurity posture, much of the organization’s valuable data exists in silos of 
systems with nowhere to go or no easy way to be utilized. 

Whether you’re looking to migrate off an old SIEM solution, or have low-value data that does not need to go to an expensive SIEM platform, 
or you just want to send that data to cheaper long-term storage for compliance, or have it forwarded to ML/AI systems to enable real-time 
modeling—whatever the reason, Confluent delivers unprecedented flexibility to route your data to any destination.

Pre-built connectors enable you to forward data from any source to any destination of your liking, whether it is another SIEM or Observability 
platform like Splunk, Elastic, Datadog and others, or cheaper storage for long-term retention including Amazon S3, Google Cloud Storage, 
Azure Blob storage, Snowflake, HBase and others. Maintain full fidelity of data in a vendor-agnostic format while reducing SIEM licensing 
and infrastructure costs. Enable access to best of breed tools to strengthen cybersecurity and democratize data access for multiple real-time 
use cases, eliminating lock-in and delivering freedom of choice. 
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Eliminate lock-in to a single SIEM solution and make data more portable

How Intel built a modern, scalable Cyber Intelligence 
Platform with Confluent and Splunk
Intel has transformed its legacy cybersecurity systems using Confluent and Splunk to build a modern, scalable Cyber Intelligence Platform 
(CIP). The platform ingests tens of terabytes each day, performing in-stream processing for faster and more accurate detection of and 
responses to security threats through streams processing, context-smart applications, and advanced analytics techniques. Confluent serves 
as a massive data pipeline, achieving economies of scale by acquiring data once and consuming it many times. The Confluent platform reduces 
technical debt by eliminating custom point-to-point connections for producing and consuming data and provides the ability to operate on 
data in-stream, enabling them to reduce Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR). Faster detection and response 
ultimately lead to better prevention. As a result, Intel’s Cyber Intelligence Platform supports vulnerability management, security compliance 
and enforcement, threat hunting, incident response, and risk management activities.
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Intel’s approach to a modern Cyber Intelligence Platform

As cyber threats continuously grew in sophistication and frequency, Intel IT began the process of transforming their approach to Information 
Security (InfoSec) by deploying a new Cyber Intelligence Platform (CIP) based on leading-edge technologies that would enable them to 
quickly and effectively detect, respond, and protect their environments from vulnerabilities and threats.

They took out a 17-year-old security information and event management system (SIEM) and a nine-year-old logging infrastructure and 
modernized their security posture with Confluent and Splunk. With the data in the right place and reskilling of people, they created a force 
multiplier. They use artificial intelligence and machine learning to significantly increase the depth and speed of cyber intelligence.

Kafka helps us produce contextually rich data for both IT and our business 
units. Kafka also enables us to deploy more advanced techniques in-stream, 
such as machine-learning models that analyze data and produce new  
insights. This helps us reduce mean time to detect and respond; it also helps 
decrease the need for human touch. Kafka technology, combined with  
Confluent’s enterprise features and high-performance Intel architecture,  
support our mission to make it safe for Intel to go fast. 
— Brent Conran, Vice President and Chief Information Security Officer at Intel

Results

• Lowered mean time to detect and respond to security threats with high-throughput, low-latency event streams

• Reduced technical debt by eliminating custom, point-to-point integrations

• Cut compute and ingestion costs for Splunk and downstream systems by filtering data in-stream

• Integrated multiple, disparate security data sources in near real time to enable faster, more accurate decision-making

• Accelerated data analysis and detection of sophisticated threats from days or weeks to minutes or hours

• Delivers a collaborative, unified approach to managing cybersecurity

• Provides streams processing and machine learning tools that deliver business value in additional areas, such as security operations and 
system health

Read the detailed case study here.

https://www.confluent.io/customers/intel/
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Conclusion
Cyber threats continue to grow in frequency and sophistication and SIEMs, SOARs and Observability platforms provide compelling solutions 
to implement security countermeasures. But this often comes with a big price tag. Confluent enables you to augment and optimize your 
cybersecurity solutions so you can record, filter and curate a broad set of data streams and ensure your downstream systems and analytic 
destinations consume just the right amount of data at the right time. As an open, reliable and scalable data in motion platform, Confluent 
reduces the complexity of your cybersecurity architecture, helps you reduce the cost of SIEM and SOAR deployments and ensures your InfoSec 
teams are better equipped with the right data to react and respond at scale in real-time. 


